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f PRODUCT CATEGORIES MESHTASTIC MESHTASTIC BASIC DEVICE SETUP

/N\ESHTAST/C

WisMesh Setup Guide 1

Meshtastic device step-by-step setup guides for the RAKwireless RAK4631 (nRF52840), RAK11200 (ESP32) or RAK11310 (RP2040)

modules.

WisMesh Basic Device Setup Guide

This is a step-by-step in setting up a WisMesh device based on the RAKwireless RAK4631 (nRF52840), RAK11200 (ESP32) or RAK11310
(RP2040) module.

@ INFO

The Meshtastic mobile app used is the Android version. The steps will be similar when using the iOS version of the application,

however the Ul will be looking different.
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This guide is for the basic device setup and is divided into three sections:

1. General setup of a device with the RAK4631 (nRF52840) module and the the RAK11200 (ESP32) module with the Meshtastic mobile
app over BLE.
2. Wi-Fi connection setup of a device with the RAK11200 (ESP32) module with the Meshtastic mobile app over BLE and Wi-Fi.

3. General setup of a device with the RAK11310 (RP2040) with the Meshtastic Web Client.

It covers the setup of the device for sending and receiving messages over the Meshtastic network, as well as the configuration of the
location acquisition module (if available).

@ INFO

A detailed guide on how to set up a Meshtastic device as gateway to an MQTT broker is in the WisMesh Gateway Setup Guide [,

which covers the setup of a Ethernet or Wi-Fi connection to an MQTT broker to forward sensor data, device location and other

information to the Cloud.

Configure WisMesh Device with RAK4631 or RAK11200 via BLE

Connect Device to a Mobile Phone via BLE

The Meshtastic mobile app uses BLE to communicate with the WisMesh device. To be able to use the app, your mobile phone must
support BLE communication.

1. Install the Meshtastic Mobile App

e Google Play Store
» Apple App Store
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Q NoTE

» For Android devices, there are other available options to install the application. Details are shown in the Meshtastic Software
documentation.

After installation, on the first start of the application, it will ask for multiple permissions. Make sure to allow all requested permissions,
otherwise the application will not be able to communicate with the WisMesh device

2. Connect WisMesh Device to the Mobile App

1. To connect to a device, enable the BLE on you mobile phone.

2. In the Meshtastic app, press on the (+) button found on the lower-right side.
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Not connected
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Figure 1: Start to add a device

A list of Bluetooth-enabled devices will appear on screen. Multiple devices may be shown, all of which are running the Meshtastic firmware.

3. Select the device you want to add.

Select a Bluetooth device

O Dc_c182

T3_3e39

O
O Meshtastic_28f0
O Hd_df32

CANCEL

Zoom Level: . D)

Figure 2: BLE device list

Q NoTE

If your device features a display, like the WisMesh B1, its name will appear on the screen.

MESHTAST/C
Meshtast

0
Set the region using the

Meshtastic Android, 05,
Web or CLI clients

Zoom Level: . )
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I Figure 3: Device name in display

4. After selecting the device, a Bluetooth pairing request will appear on the screen. Enter the pairing PIN, then click Pair.

a — o

Bluetooth pairing request

Enter PIN to pair with Meshtastic_28f0 (Try
0000 or 1234).

PIN

Usually 0000 or 1234

Cancel Pair

A 4
Zoom Level: .

Figure 4: Enter BLE PIN

Q) NoTE

» If your device features a display, like the WisMesh B1, its PIN will appear on the screen.

Bluetooth

Enter this code

435 278

Mame: Meshtastic 2210

sy

i
Zoom Level: .

Figure 5: BLE PIN in display

« If your device doesn't have a display, try the PIN 123456.
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» If the PIN 123456 doesn't work, connect to the device over USB, and use a Serial Terminal application to check the debug output
of the device. The PIN number required for the BLE connection will be shown in the debug output.

The device will now show up in the device list of the mobile app.

=] 2, i @

Your Name Region

Meshtastic 280 UNSET =~
You must set a region

(®) Meshtastic_28f0

T e o

|P Address:

D Provide phone location to mesh

mtatintinm mmd Aran T

Zoom Level: .

Figure 6: Device added to application

Device Connection Parameters Setup

1. Set the Meshtastic Region

1. To set up is the Meshtastic Region, use the Region selector on the right side. On a new device, the region will initially display as
UNSET.
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Figure 7: Setup region

2. Select the correct Meshtastic region for your country on the drop-down selector.
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Please set a region

_United States

Your Name

Meshtastic 280

You must set a region!
European Union 433MHz

O None (disable)
European Union 868MHz

(®) Meshtastic_28f0
China
Japan

Australia / New Zealand

Korea

Zoom Level: .

Figure 8: Region list

@ INFO

¢ Itis necessary to select the correct Meshtastic Region, otherwise the WisMesh device will not be able to connect to other

Meshtastic nodes. The region defines the basic LoRa frequency range the device will use to communicate.

» If you are unsure about the correct region for your country, refer to the region list in the Meshtastic documentation

2. Open the Radio Configuration

1. To open the Radio Configuration, start by tapping the three dots in the top-right corner of the Meshtastic app. Then, choose Radio
Configuration.
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Debug Panel

= b Radio configuration

Export rangetest.csv
Not connected

O None (disable) Theme
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Show Introduction
Quick chat options

About

Zoom Level: .

Figure 9: Go to Radio Configuration

2. Check on the following: (1) Channels settings, (2) LoRa settings, enable the (3) Location tracking, and correct the (4) Display setting
if needed.
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Figure 10: Next steps in the setup

3. Configure the Communication Channel

The default primary channel for communication of the device is preset to LONGFAST. However, if you do not want to share your
communication with all other Meshtastic devices, you can configure the Channels setting, and define your own communication channel.

@ INFO

For most users, the default channel setting will work.

As an example, here is the setup for a private channel, that the devices in the Meshtastic Sensor Network ™ are using.
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In the Channels settings, click on the default channel LONGFAST. This will open a new window where you can define a new channel

name and assign your own PSK for encryption.

21:24 %

hanpel Name

Uplink enabled
Downlink enabled
Position enabled

Precise location

Zoom Level: .

Figure 11: Define a custom channel

@ INFO

All devices in this private group have to use the same channel name AND PSK to be able to communicate.

4. Set LoRa Configuration
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After selecting the Meshtastic Region, the LoRa communication settings are automatically preset to the default configuration for that

region.

The private Meshtastic network used by the devices in the Meshtastic Sensor Network

updates the default settings, changing the

Modem preset from LONG_FAST to SHORT_FAST and the Frequency slot from 3 to 2 to match the other devices.

LoRa Config

Use modem preset

Modem preset

Frequency offset (MHz)
0.0

Region (frequency plan)
Philippines 915MHz

Hop limit

3

TX enabled

TX power (dBm)
24

2

Zoom Level: .

SHORT_FAST ~

Figure 12: Define custom LoRa settings

@ INFO

All devices in this private group have to use the same Modem preset, LoRa frequency offset, and Frequency slot to be able to

communicate.

Advanced User Settings
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Another important setting in the LoRa Config is located at the very bottom of the screen. Scrolling down, you'll find two settings related to
MQTT, which are essential if the device's messages and sensor data are to be shared with the Cloud via an MQTT broker.

2
Override Duty Cycle B
Ignore incoming

Add

SX126X RX boosted gain )

Override frequency (MHz)

915.375

Ignore MQTT B

OK to MQTT

Cancel Send

Zoom Level: .

Figure 13: MQTT settings

e Enabling Ignore MQTT will ignore messages that are received from an MQTT broker.

e Enabling OK to MQTT allows the device's data to be sent to an MQTT broker. This setting is crucial when sharing data, such as sensor

or location information, with the Cloud for further processing.

5. Set Location Tracking

If the device is equipped with a GNSS location module, it can send the devices location information over the Meshtastic Network. For
devices that do not have such module, a fixed location can be set up.

The location module settings are in the Position tab of the Radio Configuration.
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= Device with GNSS module

Position Config
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Zoom Level: .
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Figure 14: Location settings
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o For a device with a GNSS module the default settings will work. This type of module will automatically be detected by the Meshtastic

firmware.

o For a device without a GNSS module, it is possible to set a fixed position. This can help, for example, in case a coverage map is built.

6. Check the Display Settings

If there are artifacts visible in the OLED screen, it may be due to an incorrect display setup.

;‘AL*,J -.'i_'. 5.». T ‘: »F iz i;ﬂ;:,:éjl;:b;.._:}\
. v

4 HMNao sats ;E
[ilzeiC |

Zoom Level: .

Figure 15: Display settings

In this case, do the following:

1. Click on the Display settings in the Radio Configuration.
2. In the Override OLED auto-detect try a different display model.
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< B128f0

Display Config

Screen timeout (seconds)

600

GPS coordinates format DEC

Auto screen carousel (seconds)

0

Compass north top »

Flip screen
Display units METRIC ~
OLED_AUTO
@e OLED auto@ﬁLED_AUTO v
OLED_SSD1
Display mode DEFAULT ~ OLED_SH1106
Heading bold B OLED_SH1107
Wake screen on tap or motion @
Compass orientation DEGREES_0 v
Cancel Send
1 (@) {

Zoom Level: ‘

Figure 16: Change display settings

For the WisMesh Pocket and WisMesh B1, the OLED_SSD1306 is the best selection.

RAK11200 Wi-Fi Connection Configuration
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@ INFO

Once the Wi-Fi connection is established, and the RAK11200 is connected to the same Wi-Fi network as the mobile phone, the device

will show up with it's Wi-Fi connection in the mobile app!

Set Wi-Fi Credentials in Radio Configuration

Follow the steps of Part 1to connect the RAK11200 to the Meshtastic mobile app.

1. Click on the three dots on the top right side of the Meshtastic app. Then, select Radio Configuration.

Debug Panel

- I Radio configuration I

Export rangetest.csv
Not connected

O None (disable) Theme

(®) Meshtastic_28f0 Language
Show Introduction
Quick chat options

About

Zoom Level: .

Figure 17: Go to Radio Configuration

2. In the Radio Configuration options, choose Network.
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<  Meshtastic bd91

Radio configuration

- User >
= Channels >
o Device >
Q Position >
@ Power >
= Network >
=] Display >
Zoom Level: .

Figure 18: Wi-Fi network settings
The Network Config is for both Wi-Fi and a wired connection through Ethernet.

3. Enable Wi-Fi and keep Ethernet disabled.
4. Enter the Wi-Fi SSID that should be used and the Wi-Fi PSK for this Wi-Fi Network.

Q NoTE

Optional (if available), you can scan a QR code with the Wi-Fi credentials.
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©,

Network Config

WiFi enabled

Scan WiFi QR code

NTP server
meshtastic.pool.ntp.org

rsyslog server

Ethernet enabled

Zoom Level: .

Figure 19: Wi-Fi network configuration

@ INFO

The settings for the Network Time Provider (NTP) server are optional. You can use the default meshtastic.pool.ntp.org or choose
one that works better for your country.

Once the Meshtastic node is connected to the Wi-Fi network, the BLE connection to the Meshtastic mobile app is no longer available.

A\ WARNING

If you configure the device for a Wi-Fi network that you cannot access from your phone, such as an isolated guest access

point on your router, you cannot access the device anymore. The only way to recover the device is to do a factory reset by
reflashing the Meshtastic firmware.
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Connect to the Device via Wi-Fi

1. Connect your phone to the same Wi-Fi network that is set up in the Network Config of the device.
The device will appear in the device list with its IP address now.

Q NortE

« If the device is not showing in the list, you can try to obtain the IP address of the device from the following:
o the USB log output

o a network scanner application

Your Name Region
Meshtastic bd91 PH.9. ~
Connected to radio (rak11200 2.5.15.79da236)
O None (disable)
(O Meshtastic_bd91

@ 1m.168.0.58

O

IP Address:

Zoom Level: .

Figure 20: Device connected through Wi-Fi

2. Once you have the IP address, enter it in the IP Address field and try to connect.

@ INFO

 If the device is not showing up with its IP address and the manual entry of the IP address does not work either you might have
selected a Wi-Fi network that you cannot access from your phone.

https://docs.rakwireless.com/product-categories/meshtastic/meshtastic-basic-device-setup/
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e Connect the phone to the same Wi-Fi network and check if it is listed.

o [f this doesn't work as well, you might need to reset the device with the factory reset.

Set Up a WisMesh Device with RAK11310 via the Web Client

The Raspberry RP2040 MCU on the RAK11310 does not have Wi-Fi nor BLE connectivity. The only way to set up the device is via the Web
Client.

Connect the Device to the Computer via USB

@ INFO

It is not easy to determine the USB port the RAK11310 will use. To simplify this, it is recommended to disconnect all other devices that
may be recognized as USB ports by the computer.

Connect the Device to the Web Client

@ INFO

o The Web Client using Web Serial API is only supported by a few browser. Refer to the Meshtastic documentation for the Web
Client @ to find the list of supported browsers.

o The Web Client may not always reflect the latest Meshtastic firmware updates. For example, the Web Client in this guide doesn't

include the new Regions for the Philippines. If some settings are missing, you can use the Meshtastic Python CLI to modify them.

In this tutorial, the setup of the RAK11310 Meshtastic node is done using the Chrome browser and the hosted version of the Web Client.
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Open the Web Client

1. In your web browser, open the Meshtastic Web Client & to start the Web Client.
Initially, the start screen will show that no devices are connected.

~ A Meshtastic Web x ar = O x

<« (&} 25 client.meshtastic.org w P

a Connected Devices

Manage, connect and disconnect devices

+ i
=+
No Devices |
Connect at least one device to get started
|
|
X
Zoom Level: .

Figure 21: Web Client starting

2. Click on New Connection to set up the USB connection to the RAK11310.
3. In the new window, select Serial as connection method.

4. Based on the connected devices, a list will appear. Select the device corresponding to the RAK11310.

@ INFO
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It is not easy to determine the USB port the RAK11310 will use. To simplify this, it is recommended to disconnect all other devices that
may be recognized as USB ports by the computer.

Connect New Device

Bluetooth

—
#0-11914-10 ®
R

New device

Zoom Level: .

Figure 22: Web Client device selection
If the correct USB port is selected, the Web Client screen will display initial information about the device, such as:

e Device name
o Battery status

e Meshtastic firmware version
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Figure 23: Web Client configuration and device information

5. Click on Config to start with the configuration of the device.

Set LoRa Configuration

Configure the Meshtastic Region

1. To set up is the Meshtastic Region, navigate to Config > Radio Config > LoRa tab. On a new device, the region will initially display as
UNSET.
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Radio Config

Device Position Power Network
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Zoom Level: .

Figure 24: Setup region

2. Select the correct Meshtastic region for your country on the drop-down selector.

@ INFO

o Itis necessary to select the correct Meshtastic Region, otherwise the WisMesh device will not be able to connect to other

Meshtastic nodes. The region defines the basic LoRa frequency range the device will use to communicate.

 If you are unsure about the correct region for your country, refer to the region list in the Meshtastic documentation
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Set the Frequency Slot and MQTT

In the same tab, you'll find the Frequency Slot selection. Below it, you'll find the control for the MQTT settings.

@ INFO

4d30

Meshtastic 4d30
@D Charging

4 437 volts

& v2.5.15.79da236

Navigation
[ Messages
m Map

% Config
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Config Sections
% Radio Config

& Module Config

Zoom Level: .
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Radio Config
Device Position Power Network
Display Bluetooth Security
Mesh Settings

Settings for the LoRa mesh

Region Sets the region for your node

us v
Hop Limit Maximum number of hops

3 v

requency Slot LoRa frequency channel number

Ilgnore MQTT Don't forward MQTT messages over the
mesh

When set to true, this configuration indicates
that the user approves the packet to be
uploaded to MQTT. If set to false, remote

nodes are requested not to forward packets
to MQTT

Figure 25: Setup Frequency Slot

For most users, the default Frequency Slot setting will work.
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e Enabling Ignore MQTT will ignore messages that are received from an MQTT broker.

e Enabling OK to MQTT allows the device's data to be sent to an MQTT broker. This setting is crucial when sharing data, such as sensor

or location information, with the Cloud for further processing.

Configure Modem Preset

After selecting the Meshtastic Region, the LoRa communication settings are automatically preset to the default configuration for that

region.

@ INFO

o For most users, the default LoRa setting will work.

e The default setting can be changed under Waveform Settings in the Modem Preset.

4d30 ” Radio Config B

Meshtastic 4d30
) Charging ()

& 437 volts

{8} v2.5.15.79da236 Waveform Settings
ettings for the LoRa waveform
Navigation
=R Use Preset Use one of the predefined modem presets
essages
0 Map ()

Confi
e Modem preset to use
£ Channels
2, Nodes
Con'ﬁg Sections Bandwidth Channel bandwidth in MHz

182 Radio Config 0 MHz

& Module Config

Zoom Level: .

Figure 26: Setup LoRa Configuration
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Set the Communication Channel

The communication channel settings are found under Channels. By default, the primary communication channel is set to LONG_FAST.
However, if you prefer not to share your communication with other Meshtastic devices, you can change it in the Name setting and define
your own channel.

@ INFO

For most users, the default channel setting will work.

4d30
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Figure 27: Setup Meshtastic channel

Advanced User Settings
If the devices messages and sensor data should be shared over an MQTT broker to the Cloud, it is important to check Uplink Enable.

Appendix: Use the Meshtastic Python CLI to Change Settings

@ INFO

The Web Client may not always reflect the latest Meshtastic firmware updates. For example, the Web Client in this guide doesn't
include the new Regions for the Philippines. If some settings are missing, you can use the Meshtastic Python CLI to modify them.

In this tutorial, the RAK11310 needs to be set to the Meshtastic Region Philippines 915 MHz, which is not yet available in the Web Client. To

configure this, you'll need to use the Meshtastic Python CLI.

1. Install the Meshtastic Python CLI. Refer to the Meshtastic documentation

2. Once the Python CLl is installed, set up the required region using this command:
python -m meshtastic --set lora.region 21
Set a fake GPS location:

python -m meshtastic --setalt 50 --setlat 244215281 --setlon 1010068872

Every setting of the RAK11310 can be changed using the Meshtastic Python CLI. You can find a complete guide in the Meshtastic
documentation in Using the Meshtastic CLI
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